CCSD Wireless Instructions: Windows Certificate Download

The following directions will show how to download the CCSD-issued SSL certificate from home. This process
will make connecting your device at school quicker and easier. When the certificate is already installed, you will
only need to connect to the wireless and log in when you get to school. This certificate is required for an error-
free internet connection.
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1. Open a web browser and navigate to http://bit.ly/certother or use the
QR code.

2. Click Save to download and save the certificate to your local machine.

i ?
What do you want to do with ccsdfg_sha2.cer (1.58 KB)? e Cancel %
From: cert.cobbk12.0org

3. Click Open to launch the installer program.

cesdfg_sha2.cer finished downloading. Open folder View downloads X

» Certificate X

4. Click Install Certificate to import the certificate to your
machine’s registry.

General Details Certification Path

-3 Certificate Information

This certificate is i ded for the following pur (s):

» All issuance policies
« All application policies

Issued to: CCSD FortiGate Root Authority
Issued by: CCSD FortiGate Root Authority

Valid from 3/24/2016 to 3/13/2036

Install Certificate.. Issuer Statement
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http://bit.ly/certother

5. Select Current User.

6. Click Next.

7. Select Place all certificates in the following store.

8. Click Browse.

9. Select Trusted Root Certification Authorities.

10. Click OK.
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£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
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(U Local Machine

To continue, dick Next. e

<

£# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

o the type of certificats

Certificate store:

\ |

Select Certificate Store X

Select the certificate store you want to use.

Ceceas A
Trusted Root Certification Authorities
cnerpr u
Intermediate Certification Authorities
Trusted Publishers
| 1Intriicted Certificates ¥
< >

[[]show physical stores
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11. Ensure that Trusted Root Certification Authorities

appears in the Certificate Store dialog box, then click
Next.

12. When provided with the Security Warning, click Yes.

13. Click Finish.

14. Click OK.
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.
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O Automatically select the certificate store based on the type of certificate

Cancel

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

(CCSD FortiGate Root Authority

Windows cannot validate that the certificate is actually from "CCSD
FortiGate Root Authority". You should confirm its origin by contacting
“CCSD FortiGate Root Authority”. The following number will assist you
in this process:

Thumbprint (shal): S 0w & - r— - -

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. I you click “Yes" you acknowledge this
risk.

Do you want to install this certificate?

«

£* Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be mported after you dick Finish.

General Details Certification Path

LR | certificate mformation

This certificate is intended for the following purpose(s):
* Allissuance policies
 All application policies

Issued to: CCSD FortiGate Root Authority

TIssued by: CCSD FortiGate Root Authority

Valid from 3/24/2016 to 3/13/2036

|InstallCertificate... | Issuer Statement

& Certificate X

3
9-24-2020



