CCSD Wireless Instructions: Windows

The following are directions for connecting your PERSONAL Windows 10 (Surface, Laptop) device to the CCSD
Secured Wireless Network. You must complete all three sections and follow all steps for the Internet to work
properly: Connect to Wireless, OnBoarding Verification, and Certificate Download.

Connect to Wireless

DMobile
red

1. Go to your WiFi settings and select the @ o
CCSDWireless network. {7 CCSDWireless

Secured

v/ Connect automatically

2. Check the Connect Automatically box. 3

CCSDATV

3. Click Connect.

4. You will need to enter the Password/Network Security ——
Key provided by your local school's Library Media Connecting
Specialist, Lab Manager, School Administrator, or TTIS. Enter the network security key
Press Next. 5 X

Next Cancel

5. If Windows does not automatically launch a web session,
open a web browser (i.e. Edge, Chrome) and navigate to login.cobbk12.org.

OnBoarding Verification

6. Sign in to CCSDWireless using your badge ID (for staff)
or lunch number (for students) and Network Password.
Note: Network password is the same password used to access
any school computer. Remember to check the Acceptable Use
Policy after reading the terms.
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http://login.cobbk12.org/

Certificate Download

CCSD Wireless Network

7. You will be redirected to the SSL Certificate Page. Click on
the gold key to install the SSL Certificate.
Note: If you are not redirected to the SSL Page, open a web
browser, and go to cert.cobbk12.org. Dcn,.,ﬂ,,,,,,si,,,,,,,,,.,,,,,s.:ns,a.,i,‘g,,,,ccs,,.,m,,SSL

Certificate!

8. Click Save to download and

.pe What do you want to do with ccsdfg_sha2.cer (1.58 KB)?
save the certificate to your From: certcobbk12.org -35_ Save as Cancel >

local device.

9 . C | iC k 0 pe n tO I aunc h th e ccsdfg_sha2.cer finished downloading. | Open W Open folder View downloads X
installer program.

# Certificate X

General Details Certification Path

10. Click Install Certificate to import the certificate to your device's
registry.

L= §} Certificate Information

This certificate is intended for the following purpose(s):

« Allissuance policies
« All application policies

Issued to: CCSD FortiGate Root Authority
Issued by: CCSD FortiGate Root Authority

Valid from 3/24/2016 to 3/19/2036

Install Certificate. Jll  fssuer Statement

o]

11. Select Current User. I icme impot i

. Welcome to the Certificate Import Wizard
12. Click Next.

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Cancel |
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https://cobbk12org-my.sharepoint.com/personal/kathryn_kilkenny_cobbk12_org/Documents/TTIS%20Admin/Mobile%20Learning/WiFi%20Documents/Wireless%20Directions%20for%20QA/cert.cobbk12.org

13. Select Place all certificates in the
following store.

14. Click Browse.

15. Select Trusted Root Certification Authorities.

16. Click OK.

17. Ensure that Trusted Root Certification
Authorities appears in the Certificate Store
dialog box field. Then click Next.
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£* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

on the type of certificate

Certificate store:

‘ | Browse. ..

Select Certificate Store X

Select the certificate store you want to use.

Trusted Root Certification Authorities
cnerpr e u

| Intermediate Certification Authorities
| Trusted Publishers

| Intriicted Cartificatac
< >

[[]show physical stores

o=p ] o

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
O Place all certificates in the following st

Certificate store:
Trusted Root Certification Authorities

Cancel

3
10-10-2020



Security Waning

18. When provided with the Security Warning, click Yes.

You are about to install a certificate from a certification authority (CA)
1 clsiming to represent:

CCSD FortiGate Root Authority

Windows cannot validate that the certificate is actually from "CCSD
FortiGate Root Authority". You should confirm its origin by contacting
“CCSD FortiGate Root Authority". The following number will assist you
in this process:

Thumbprint (shat): . ———

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

19. To complete the certificate import, click Finish. s s

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

Certificate

20.To close the Certificate Import Wizard, click OK. D x

General Details Certification Path

L“ Certificate Information

This certi is for the
« All issuance policies
« All application policies

Issued to: CCSD FortiGate Root Authority

Issued by: CCSD FortiGate Root Authority

Valid from 3/24/2016 to 3/19/2036

[Install Certificate...| | fssuer Statement

21. Navigate to a secure HTTPS site like www.yahoo.com, www.google.com or www.bing.com.
Verify that the page displays properly.
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